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INTERNAL CONTROL AND RISK MANAGEMENT 

Section 1.  PURPOSE 
 

This policy is to document the Internal Control and Risk Management procedures of the Town of 
Bedford (“Town”). The purpose of this policy is to provide measures to manage internal and external 
factors that may affect the achievement of the Town’s objectives – whether they are strategic, 
operational, or financial. The Town’s risk management focuses on identifying threats and 
opportunities, while internal control helps to counter threats and take advantage of opportunities. 
The primary objective of this policy is to establish criteria to effectively pursue an integrated, 
organization-wide approach to managing the accuracy and reliability of: accounting controls, 
financial functions, assets (capital and controlled equipment), operational protocols, and compliance 
with applicable laws and regulations.  

 
Section 2.  POLICY 
 

A. The Town will maintain internal controls that will be responsive in nature, reflect sound 
governmental practices, and remain relevant over time while evolving to meet the specific 
needs of the community. 
 

B. The Town will maintain a control environment which will provide a foundation of discipline and 
structure specifically cultivating factors of ethical values and competence (quality) of personnel, 
direction provided by the Council and effectiveness of management. 
 

C. The Town will maintain a risk assessment environment which will identify and analyze risks 
associated with the achievement of organizational goals, inclusive of risks related to the 
changing regulatory and operating environment, as a basis for determining how such risks 
should be mitigated and managed. 
 

D. The Town will maintain control activities that will ensure management directives are carried out 
and any actions that may be needed to address risks to achieving objectives are taken. 
 

E. The Town will maintain information and communication systems that identify capture and 
report operational, financial and compliance-related information in a form and timeframe that 
enables staff to carry out responsibilities. 
 

F. The Town will maintain monitoring processes that assess the adequacy and quality of internal 
control system’s performance and ensure that deficiencies of internal controls are appropriately 
reported. 
 

Section 3.  OBJECTIVES 
 

A. The primary objectives of the Internal Control and Risk Management Policy shall be as follows: 
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1. The Finance Division will issue internal control procedures based upon the published 
standards of the Governmental Accounting Standards Board (GASB) and upon deficiencies 
that have been identified through the Town’s independent auditors and/or Town staff. The 
Finance Division will ensure that a good faith effort is made to implement all independent 
auditor recommendations pertaining to internal control. The Finance Division will regularly 
review and monitor procedures and compliance with federal and state regulatory 
requirements pertaining to internal controls and financial reporting. 

2. Each Department Head has the responsibility of ensuring that internal control procedures 
are followed in their respective departments. 

3. Written internal control procedures will be maintained in the Finance Division and/or 
Treasurer’s Office for all functions involving the handling of cash and securities. 

4. The organizational plan will separate functional responsibilities via defined segregation of 
duties procedures. Internal controls will be in place to ensure that financial transactions are 
processed through two or more employees and will contain built in safeguards that require 
transactions to travel through multiple approval processes before transaction is complete. 

5. Transactions will be recorded to permit preparation of financial statements in conformance 
to statutory requirements and accounting principles generally accepted in the United States 
and will maintain accountability for assets. 

6. The Town will have an annual financial audit conducted by an independent public 
accounting firm according to the standards set forth by GASB and by the Commonwealth of 
Virginia Auditor of Public Accounts (APA). 

 
Section 4.  PROCEDURES 
 

A. Town Council: 
1. Approve Internal Control and Risk Management Policy. 
2. Manage Internal Control and Risk Management through review of the Comprehensive 

Annual Financial Report (CAFR). 
 

B. Town Staff: 
1. Establish and maintain Segregation of Duties in operations. 
2. Maintain written documentation of Internal Control procedures. 
3. Identify and conduct Risk Assessments annually. 
4. Monitor the accuracy and reliability of: accounting controls, financial functions, assets 

(capital and controlled equipment), operational protocols, and compliance with applicable 
laws and regulations. 

5. Assist independent auditors in conducting the annual financial audit by providing 
documentation on Fraud Risk Inquiries, Segregation of Duties Evaluations, Workflow Rules, 
Application IT Controls ICQ and General IT Controls ICQ Reports. 

6. The Town Manager is authorized to adjust this policy in response to evolving governmental 
practices where necessary. 
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Section 5.  REVISIONS 
 

A. This policy was approved and adopted by the Town Council on June 13, 2017. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Revisions 
Original-June, 2017 
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